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The star topology has roots as far back as the 1970s. It evolved from the paradigm
of a large central computer serving many users. As the simple terminals
employed by these users grew into small computers themselves, a star network
emerged. Today, the star configuration is popular in wireless networks where
communication is conducted by means of radio broadcast and the central
machine, called the access point (AP), serves as a focal point around which all
communication is coordinated.

The difference between a bus network and a star network is not always
obvious by the physical arrangement of equipment. The distinction is whether
the machines in the network envision themselves as communicating directly
with each other over a common bus or indirectly through an intermediary
central machine. For instance, a bus network might not appear as a long bus
from which computers are connected over short links as depicted in 
Figure 4.1. Instead, it may have a very short bus with long links to the individ-
ual machines, meaning that the network would look more like a star. Indeed,
sometimes a bus network is created by running links from each computer to a
central location where they are connected to a device called a hub. This hub is
little more than a very short bus. All it does is relay any signal it receives (with
perhaps some amplification) back out to all the machines connected to it. The
result is a network that looks like a star network although it operates like a bus
network.

Protocols
For a network to function reliably, it is important to establish rules by which activ-
ities are conducted. Such rules are called protocols. By developing and adopting
protocol standards, vendors are able to build products for network applications
that are compatible with products from other vendors. Thus, the development of
protocol standards is an indispensable process in the development of networking
technologies.

As an introduction to the protocol concept, let us consider the problem of
coordinating the transmission of messages among computers in a network. With-
out rules governing this communication, all the computers might insist on trans-
mitting messages at the same time or fail to assist other machines when that
assistance is required.

In a bus network based on the Ethernet standards, the right to transmit mes-
sages is controlled by the protocol known as Carrier Sense, Multiple Access
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Figure 4.1 Two popular network topologies
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envision themselves as communicating directly with each 
other over a common bus or indirectly through an 
intermediary central machine.  
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with Collision Detection (CSMA/CD). This protocol dictates that each mes-
sage be broadcast to all the machines on the bus (Figure 4.2). Each machine mon-
itors all the messages but keeps only those addressed to itself. To transmit 
a message, a machine waits until the bus is silent, and at this time it begins trans-
mitting while continuing to monitor the bus. If another machine also begins
transmitting, both machines detect the clash and pause for a brief, independently
random period of time before trying to transmit again. The result is a system sim-
ilar to that used by a small group of people in a conversation. If two people start
to talk at once, they both stop. The difference is that people might go through a
series such as, “I’m sorry, what were you going to say?”, “No, no. You go first,”
whereas under the CSMA/CD protocol each machine merely tries again later.

Note that CSMA/CD is not compatible with wireless star networks in which
all machines communicate through a central AP. This is because a machine may
be unable to detect that its transmissions are colliding with those of another. For
example, the machine may not hear the other because its own signal drowns out
that of the other machine. Another cause might be that the signals from the
different machines are blocked from each other by objects or distance even though
they can all communicate with the central AP (a condition known as the hidden
terminal problem, Figure 4.3). The result is that wireless networks adopt the
policy of trying to avoid collisions rather than trying to detect them. Such policies
are classified as Carrier Sense, Multiple Access with Collision Avoidance
(CSMA/CA), many of which are standardized by IEEE (see the sidebar “Institute
of Electrical and Electronics Engineers” in Chapter 7) within the protocols
defined in IEEE 802.11 and commonly referred to as WiFi. We emphasize that col-
lision avoidance protocols are designed to avoid collisions and may not eliminate
them completely. When collisions do occur, messages must be retransmitted.

The most common approach to collision avoidance is based on giving advan-
tage to machines that have already been waiting for an opportunity to transmit.
The protocol used is similar to Ethernet’s CSMA/CD. The basic difference is that
when a machine first needs to transmit a message and finds the communication
channel silent, it does not start transmitting immediately. Instead, it waits for a
short period of time and then starts transmitting only if the channel has
remained silent throughout that period. If a busy channel is experienced during
this process, the machine waits for a randomly determined period before trying
again. Once this period is exhausted, the machine is allowed to claim a silent
channel without hesitation. This means that collisions between “newcomers”
and those that have already been waiting are avoided because a “newcomer” is
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not allowed to claim a silent channel until any machine that has been waiting is
given the opportunity to start.

This protocol, however, does not solve the hidden terminal problem. After
all, any protocol based on distinquishing between a silent or busy channel
requires that each individual station be able to hear all the others. To solve this
problem, some WiFi networks require that each machine send a short “request”
message to the AP and wait until the AP acknowledges that request before trans-
mitting an entire message. If the AP is busy because it is dealing with a “hidden
terminal,” it will ignore the request, and the requesting machine will know to
wait. Otherwise, the AP will acknowledge the request, and the machine will
know that it is safe to transmit. Note that all the machines in the network will
hear all acknowledgements sent from the AP and thus have a good idea of
whether the AP is busy at any given time, even though they may not be able to
hear the transmissions taking place.

Combining Networks
Sometimes it is necessary to connect existing networks to form an extended com-
munication system. This can be done by connecting the networks to form a larger
version of the same “type” of network. For example, in the case of bus networks
based on the Ethernet protocols, it is often possible to connect the buses to form a
single long bus. This is done by means of different devices known as repeaters,
bridges, and switches, the distinctions of which are subtle yet informative. 
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Figure 4.3 The hidden terminal problem
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The simplest of these is the repeater, which is little more than a device that simply
passes signals back and forth between the two original buses (usually with some
form of amplification) without considering the meaning of the signals (Figure 4.4a).

A bridge is similar to, but more complex than, a repeater. Like a repeater, it
connects two buses, but it does not necessarily pass all messages across the con-
nection. Instead, it looks at the destination address that accompanies each mes-
sage and forwards a message across the connection only when that message is
destined for a computer on the other side. Thus, two machines residing on the
same side of a bridge can exchange messages without interfering with communi-
cation taking place on the other side. A bridge produces a more efficient system
than that produced by a repeater.
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Figure 4.4 Building a large bus network from smaller ones
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Ethernet is a set of standards for implementing a LAN with a bus topology. Its name is
derived from the original Ethernet design in which machines were connected by a
coaxial cable called the ether. Originally developed in the 1970s and now standard-
ized by IEEE as a part of the IEEE 802 family of standards, Ethernet is one of the most
common methods of networking PCs. Indeed, Ethernet controllers have become a
standard component in the PCs available in the current retail market.

Today there are actually several versions of Ethernet, reflecting advances in
technology and higher transfer rates. All, however, share common traits that charac-
terize the Ethernet family. Among these are the format in which data are packaged for
transmission, the use of Manchester encoding (a method of representing 0s and 1s
in which a 0 is represented by a descending signal and a 1 is represented by an
ascending signal) for the actual transmission of bits, and the use of CSMA/CD for
controlling the right to transmit.

Ethernet
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A switch is essentially a bridge with multiple connections, allowing it to
connect several buses rather than just two. Thus, a switch produces a net-
work consisting of several buses extending from the switch as spokes on a wheel
(Figure 4.4b). As in the case of a bridge, a switch considers the destination
addresses of all messages and forwards only those messages destined for other
spokes. Moreover, each message that is forwarded is relayed only into the appro-
priate spoke, thus minimizing the traffic in each spoke.

It is important to note that when networks are connected via repeaters,
bridges, and switches, the result is a single large network. The entire system
operates in the same manner (using the same protocols) as each of the original
smaller networks.

Sometimes, however, the networks to be connected have incompatible char-
acteristics. For instance, the characteristics of a WiFi network are not readily
compatible with an Ethernet network. In these cases the networks must be con-
nected in a manner that builds a network of networks, known as an internet,
in which the original networks maintain their individuality and continue to
function as autonomous networks. (Note that the generic term internet is dis-
tinct from the Internet. The Internet, written with an uppercase I, refers to a par-
ticular, worldwide internet that we will study in later sections of this chapter.
There are many other examples of internets. Indeed, traditional telephone com-
munication was handled by worldwide internet systems well before the Internet
was popularized.)

The connection between networks to form an internet is handled by 
devices known as routers, which are special purpose computers used for
forwarding messages. Note that the task of a router is different from that of
repeaters, bridges, and switches in that routers provide links between networks
while allowing each network to maintain its unique internal characteristics. As
an example, Figure 4.5 depicts two WiFi star networks and an Ethernet bus
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Figure 4.5 Routers connecting two WiFi networks and an Ethernet network to form 
an internet
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the role of a server (called a file server), and the other machines played the role
of clients that requested access to the files that were stored at the file server.

Today the client/server model is used extensively in network applications,
as we will see later in this chapter. However, the client/server model is not the
only means of interprocess communication. Another model is the peer-to-peer
(often abbreviated P2P) model. Whereas the client/server model involves 
one process (the server) providing a service to numerous others (clients), the 
peer-to-peer model involves processes that provide service to and receive service
from each other (Figure 4.6). Moreover, whereas a server must execute continu-
ously so that it is prepared to serve its clients at any time, the peer-to-peer model
usually involves processes that execute on a temporary basis. For example, appli-
cations of the peer-to-peer model include instant messaging in which people
carry on a written conversation over the Internet as well as situations in which
people play competitive interactive games.

The peer-to-peer model is also a popular means of distributing files such as
music recordings and motion pictures via the Internet. In this case, one peer
may receive a file from another and then provide that file to other peers. The
collection of peers participating in such a distribution is sometimes called a
swarm. The swarm approach to file distribution is in contrast to earlier
approaches that applied the client/server model by establishing a central distri-
bution center (the server) from which clients downloaded files (or at least
found sources for those files).

One reason that the P2P model is replacing the client/server model for file
sharing is that it distributes the service task over many peers rather than concen-
trating it at one server. This lack of a centralized base of operation leads to a more
efficient system. Unfortunately, another reason for the popularity of file
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Figure 4.6 The client/server model compared to the peer-to-peer model

the role of a server (called a file server), and the other machines played the role
of clients that requested access to the files that were stored at the file server.

Today the client/server model is used extensively in network applications,
as we will see later in this chapter. However, the client/server model is not the
only means of interprocess communication. Another model is the peer-to-peer
(often abbreviated P2P) model. Whereas the client/server model involves 
one process (the server) providing a service to numerous others (clients), the 
peer-to-peer model involves processes that provide service to and receive service
from each other (Figure 4.6). Moreover, whereas a server must execute continu-
ously so that it is prepared to serve its clients at any time, the peer-to-peer model
usually involves processes that execute on a temporary basis. For example, appli-
cations of the peer-to-peer model include instant messaging in which people
carry on a written conversation over the Internet as well as situations in which
people play competitive interactive games.

The peer-to-peer model is also a popular means of distributing files such as
music recordings and motion pictures via the Internet. In this case, one peer
may receive a file from another and then provide that file to other peers. The
collection of peers participating in such a distribution is sometimes called a
swarm. The swarm approach to file distribution is in contrast to earlier
approaches that applied the client/server model by establishing a central distri-
bution center (the server) from which clients downloaded files (or at least
found sources for those files).

One reason that the P2P model is replacing the client/server model for file
sharing is that it distributes the service task over many peers rather than concen-
trating it at one server. This lack of a centralized base of operation leads to a more
efficient system. Unfortunately, another reason for the popularity of file

1474.1 Network Fundamentals

Client

Server

Client

Client Client

Peer Peer

a. Server must be prepared to serve multiple clients at any time.

b. Peers communicate as equals on a one-to-one basis.

Figure 4.6 The client/server model compared to the peer-to-peer model



Network 
Fundamentals 

• Cloud Computing 
•  huge pools of shared computers on the 

network can be allocated for use by clients 
as needed,  

•  Google Docs allow users to collaborate on 
information without needing to know how 
many computers are working on the problem 
or where the relevant data are stored.  

•  provide reasonable guarantees of reliability 
and scalability,  

•  but also raise concerns about privacy and 
security in a world where we may no longer 
know who owns and operates the computers 
that we use.  

The Internet 
The World Wide Web 
Internet Protocols 
Security 
 



Network Fundamentals 

•  The most notable example of an internet is 
the Internet  

•  a worldwide combination of LANs, MANs, 
and WANs involving millions of computers.  

•  these networks are constructed and 
maintained by organizations called Internet 
Service Providers (ISPs)  

The Internet 
The World Wide Web 
Internet Protocols 
Security 
 

The system of networks operated by the ISPs can be classified in a hierarchy
according to the role they play in the overall Internet structure (Figure 4.7). At
the top of this hierarchy are relatively few tier-1 ISPs that consist of very
high-speed, high-capacity, international WANs. These networks are thought of as
the backbone of the Internet. They are typically operated by large companies
that are in the communications business. An example would be a company that
originated as a traditional telephone company and has expanded its scope into
providing other communication services.

Connecting to the tier-1 ISPs are the tier-2 ISPs that tend to be more
regional in scope and less potent in their capabilities. (The distinction between
the tier-1 and tier-2 ISPs is often a matter of opinion.) Again, these networks tend
to be operated by companies in the communications business.

Tier-1 and tier-2 ISPs are essentially networks of routers that collectivly pro-
vide the Internet’s communication infrastructure. As such, they can be thought
of as the core of the Internet. Access to this core is usually provided by an inter-
mediary called an access ISP. An access ISP is essentially an independent inter-
net, sometimes called an intranet, operated by a single authority that is in the
business of supplying Internet access to individual users. Examples include com-
panies such as AOL, Microsoft, and local cable and telephone companies that
charge for their service as well as organizations such as universities or corpora-
tions that take it upon themselves to provide Internet access to individuals
within their organizations.

The devices that individual users connect to the access ISPs are known as
end systems or hosts. These end systems are not necessarily computers in the
traditional sense. They range over a multitude of devices including telephones,
video cameras, automobiles, and home appliances. After all, the Internet is
essentially a communications system, and thus any device that would benefit
from communicating with other devices is a potential end system.
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Figure 4.7 Internet composition
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• Electronic Mail  

• SMTP — sending e-mail between 
machines  

• Accessing e-mail  
•  POP3 — mail transferred to your own 
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•  IMAP — mail stays on mail server 

— can access mail from other 
computers  
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• VoIP, e.g. Skype 

The Internet 
The World Wide Web 
Internet Protocols 
Security 
 



Assignment 
• Read chapter 4 to end of 4.3 (page 166) 
• Report a summary of your reading  
• Study Hard for the Midterm 


