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Ch.4: Networking and the Internet 
• Network Fundamentals 
•  The Internet 
•  The World Wide Web 
•  Internet Protocols 
• Security 



Network Fundamentals 

• hypertext — text documents 
containing hyperlinks. 

• hypermedia — more than text 
(audio and/or video) 

• A hypertext document on the 
World Wide Web is often 
called a Web page 

• A collection of closely related 
Web pages is called a Web 
site.  
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Network Fundamentals 

• S/w packages that allow users 
to access hypertext on the 
Internet fall into 1 of 2 
categories:  
• packages that play the role of 

clients, and  
• packages that play the role of 

servers  
• Hypertext documents are 
normally transferred between 
browsers and Web servers 
using a protocol known as the 
Hypertext Transfer Protocol 
(HTTP).  
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Network Fundamentals 

• URL = Uniform Resource 
Locator — address 

Example: http://imada.sdu.dk/
∼joan/intro/13slides5.pdf 
protocol://host with document/
directory path/file (document) 
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Network Fundamentals 

• HTML — Hypertext Markup 
Language — can include 
JPEG, etc. 

The Internet 

The World 
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staff by !/staff", a time signature with the form !time" 2/4 !/time", the
beginning and ending of a measure by !measure" and !/measure", respec-
tively, a note such as an eighth note on C as !notes" egth C !/notes", and
so on. Then the text

<staff clef = “treble”> <key>C minor</key>
<time> 2/4 </time>
<measure> <rest> egth </rest> <notes> egth G,
egth G, egth G </notes></measure>
<measure> <notes> hlf E </notes></measure>
</staff>

1634.3 The World Wide Web

<html>

<head>

<title>demonstration page</title>

</head>

<body>

<h1>My Web Page</h1>

<p>Click

   <a href="http://crafty.com/demo.html">

   here

   </a>

   for another page.</p>

</body>

</html>

Anchor tag
containing
parameter

Closing
anchor tag

a. The page encoded using HTML.

My Web Page

Click here for another page.

b. The page as it would appear on a computer screen.

Figure 4.10 An enhanced simple Web page



Network Fundamentals 

• XML — more general than 
text 

— standardized style 
organizing and making 
searching easy 
— for mathematics, one 
markup language — for music 
another 
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could be used to encode the music shown in Figure 4.11. Using such notation,
sheet music could be encoded, modified, stored, and transferred over the Inter-
net as text files. Moreover, software could be written to present the contents of
such files in the form of traditional sheet music or even to play the music on a
synthesizer.

Note that our sheet music encoding system encompasses the same style
used by HTML. We chose to delineate the tags that identify components by the
symbols ! and ". We chose to indicate the beginning and end of structures
(such as a staff, string of notes, or measure) by tags of the same name—the
ending tag being designated by a slash (a !measure" was terminated with the
tag !/measure"). And we chose to indicate special attributes within tags by
expressions such as clef = “treble”. This same style could also be used to
develop systems for representing other formats such as mathematical expres-
sions and graphics.

The eXtensible Markup Language (XML) is a standardized style (similar
to that of our music example) for designing notational systems for representing
data as text files. (Actually, XML is a simplified derivative of an older set of stan-
dards called the Standard Generalized Markup Language, better known as
SGML.) Following the XML standard, notational systems called markup lan-
guages have been developed for representing mathematics, multimedia presen-
tations, and music. In fact, HTML is the markup language based on the XML
standard that was developed for representing Web pages. (Actually, the original
version of HTML was developed before the XML standard was solidified, and
therefore some features of HTML do not strictly conform to XML. That is why
you might see references to XHTML, which is the version of HTML that rigor-
ously adheres to XML.)

XML provides a good example of how standards are designed to have wide-
ranging applications. Rather than designing individual, unrelated markup lan-
guages for encoding various types of documents, the approach represented by
XML is to develop a standard for markup languages in general. With this stan-
dard, markup languages can be developed for various applications. Markup
languages developed in this manner possess a uniformity that allows them to
be combined to obtain markup languages for complex applications such as
text documents that contain segments of sheet music and mathematical
expressions.

Finally we should note that XML allows the development of new markup
languages that differ from HTML in that they emphasize semantics rather than
appearance. For example, with HTML the ingredients in a recipe can be
marked so that they appear as a list in which each ingredient is positioned on a

164 Chapter 4 Networking and the Internet

Figure 4.11 The first two bars of Beethoven’s Fifth Symphony



Network Fundamentals 

• Client-Side and Server-Side 
Activities  
• Examples 

• Search engine 
• E-mail 

• Client side implemented by: 
•  JavaScript, Flash 

• Server side implemented by: 
• ASP, PHP 
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Internet 
Protocols 

• Message-passing on the 
Internet is accomplished by 
means of a hierarchy of 
software units,   

 

1674.4 Internet Protocols

1. What is a URL? What is a browser?
2. What is a markup language?
3. What is the difference between HTML and XML?
4. What is the purpose of each of the following HTML tags?

a. !html"

b. !head"

c. !/p"

d. !/a"

5. To what do the terms client side and server side refer?

Questions & Exercises

Figure 4.12 Package-shipping example
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4.4 Internet Protocols
In this section we investigate how messages are transferred over the Internet.
This transfer process requires the cooperation of all the computers in the
system, and therefore software for controlling this process resides on every com-
puter in the Internet. We begin by studying the overall structure of this software.

The Layered Approach to Internet Software
A principal task of networking software is to provide the infrastructure required
for transferring messages from one machine to another. In the Internet, this
message-passing activity is accomplished by means of a hierarchy of software
units, which perform tasks analogous to those that would be performed if you
were to send a gift in a package from the West Coast of the United States to a
friend on the East Coast (Figure 4.12). You would first wrap the gift as a package



Network Fundamentals 

• The Internet s/w layers 

The Internet 
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and write the appropriate address on the outside of the package. Then, you
would take the package to a shipping company such as the U.S. Postal Service.
The shipping company might place the package along with others in a large
container and deliver the container to an airline, whose services it has con-
tracted. The airline would place the container in an aircraft and transfer it to
the destination city, perhaps with intermediate stops along the way. At the final
destination, the airline would remove the container from the aircraft and give it
to the shipping company’s office at the destination. In turn, the shipping
company would take your package out of the container and deliver it to the
addressee.

In short, the transportation of the gift would be carried out by a three-level
hierarchy: (1) the user level (consisting of you and your friend), (2) the shipping
company, and (3) the airline. Each level uses the next lower level as an abstract
tool. (You are not concerned with the details of the shipping company, and the
shipping company is not concerned with the internal operations of the airline.)
Each level in the hierarchy has representatives at both the origin and the
destination, with the representatives at the destination tending to do the reverse
of their counterparts at the origin.

Such is the case with software for controlling communication over the Inter-
net, except that the Internet software has four layers rather than three, each
consisting of a collection of software routines rather than people and businesses.
The four layers are known as the application layer, the transport layer, the
network layer, and the link layer (Figure 4.13). A message typically originates
in the application layer. From there it is passed down through the transport and
network layers as it is prepared for transmission, and finally it is transmitted by
the link layer. The message is received by the link layer at the destination and
passed back up the hierarchy until it is delivered to the application layer at the
message’s destination.

Let us investigate this process more thoroughly by tracing a message as it
finds its way through the system (Figure 4.14). We begin our journey with the
application layer.
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Figure 4.13 The Internet software layers



Following a message through the Internet  

The application layer consists of those software units such as clients and
servers that use Internet communication to carry out their tasks. Although the
names are similar, this layer is not restricted to software in the application
classification presented in Section 3.2, but also includes many utility packages.
For example, software for transferring files using FTP or for providing remote
login capabilities using SSH have become so common that they are normally
considered utility software.

The application layer uses the transport layer to send and receive messages
over the Internet in much the same way that you would use a shipping company
to send and receive packages. Just as it is your responsibility to provide an address
compatible with the specifications of the shipping company, it is the application
layer’s responsibility to provide an address that is compatible with the Internet
infrastructure. To fulfill this need, the application layer may use the services of
the name servers within the Internet to translate mnemonic addresses used by
humans into Internet-compatible IP addresses.

An important task of the transport layer is to accept messages from the
application layer and to ensure that the messages are properly formatted for
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Figure 4.14 Following a message through the Internet
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Network Fundamentals 

• When a computer is connected 
to a network, it becomes subject 
to unauthorized access and 
vandalism  

• Forms of Attack  
• Virus  
• Worm 
• spyware  
• denial of service (DoS) attack  

The Internet 
World Wide Web 
Internet Protocols 

Security 
 



Network Fundamentals 

• Protection and Cures  
• A primary prevention technique is 

to filter traffic passing through a 
point in the network, usually with a 
program called a firewall.  

• antivirus software  
• never opens email attachments 

from unfamiliar sources,  
• do not download software without 

first confirming its reliability,  
• do not respond to pop-up adds,  
• do not leave a PC connected to the 

Internet when such connection is 
not necessary  
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Network Fundamentals 

Encryption  
• protecting information through 
the use of passwords.  
• of little value when data are 

transferred over networks  
• secure version of HTTP, known 
as HTTPS  
• The backbone of HTTPS is the 

protocol system known as Secure 
Sockets Layer (SSL)  
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Public key encryption 

 
 

even if it is handled by intermediaries who also know the public key. Indeed, the
only party that can decrypt the message is the party at the message’s destination
who holds the private key. Thus if Bob creates a public-key encryption system
and gives both Alice and Carol the public key, then both Alice and Carol can
encrypt messages to Bob, but they cannot spy on the other’s communication.
Indeed, if Carol intercepts a message from Alice, she cannot decrypt it even though
she knows how Alice encrypted it (Figure 4.16).

There are, of course, subtle problems lurking within public-key systems.
One is to ensure that the public key being used is, in fact, the proper key for the
destination party. For example, if you are communicating with your bank, you
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Figure 4.16 Public key encryption
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Perhaps the most popular public-key encryption systems used within the Internet
are based on the RSA algorithm, named after its inventors Ron Rivest, Adi Shamir,
and Len Adleman, which we will discuss in detail at the end of Chapter 12. RSA tech-
niques (among others) are used in a collection of software packages produced by
PGP Corporation. PGP stands for Pretty Good Privacy. These packages are compatible
with most email software used on PCs and available without charge for personal,
noncommercial use at http://www.pgp.com. Using PGP software, an individual can
generate public and private keys, encrypt messages with public keys, and decrypt
messages with private keys.

Pretty Good Privacy



Assignment 
• Chapter Review Problems  
•  3, 8, 11, 23, 40 


